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Digital forensic services

Quality analysis you can trust

From cell site analysis to computer and
mobile device forensics, QCC offers
specialist support for your digital
investigations. Our experienced team of
in-house analysts continuously update

our digital forensic offerings to provide
cutting-edge investigative services you can
rely on, with meticulous attention to detail
and development of our own analytical
tools.

World-class quality

At QCC, we pride ourselves on providing

a reliable, high-quality service. Our skilled
forensic staff combine both technical and
practical law-enforcement expertise, and are
experienced in presenting evidence in court.

Whether investigating criminal, civil or
commercial cases, we follow the same 1S09001
quality-assurance process. Every report is peer-
reviewed and checked by a senior ex-police
officer with considerable experience in hi-tech
crime. And our exacting quality assurance
standards ensure that all evidence collected
can be relied on in a legal setting.

Keeping pace with a changing world
The digital world doesn't stand still and neither
do we. Our team is constantly monitoring

new types of electronic crime and devising
innovative ways to pinpoint and collect
evidence.

We work proactively within the digital forensic
community, continuously extending our
capabilities and pushing the boundaries of
digital forensic science. To this end, we have
developed a range of cutting-edge analytical
tools, including our internationally-acclaimed
CaseNotes application.

Flexible approach

At QCC, we know that security incidents can
occur at the most inconvenient times. We
offer an open channel of communication that
is not limited to normal working hours, and we
will keep you informed about our progress as
and when you need an update.

Our capacity to undertake examinations at 'no
notice’, as well as our ability to work within
client time/cost restraints, make QCC the ideal
digital forensic partner for your organisation.

Secure seizure, transportation and
storage

Our security cleared and experienced staff will
help you gain controlled access to exhibits

in the most timely, cost-effective and risk-
limiting way. We can then optionally seize

and securely transport exhibits and maintain
them in our environmentally sound and highly
secure storage facility ready for processing or
return at any time.
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Comprehensive services QCC digital forensic services

QCC offers a complete end-to-end service - We offer a wide range of digital forensic
from on-site analysis, seizure and collection services, including:
of exhibits, to processing within our secure-
storage imaging laboratory, timely and cost- e Computer analysis
effective analysis by our dedicated specialists, Forensic examination of data from laptops,
and production of forensic reports as well as desktop computers, tablets, servers and
the safe return of all subject items. other digital devices.

e Electronic discovery
Our state-of-the-art laboratories are equipped The 'indexing’ of data, allowing clients to
with industry-standard tools to examine a conduct their own searching and discovery
whole range of computers and mobile devices procedures at their convenience. This
likely to be submitted for examination - from process can be very cost-effective, especially
the latest smartphones to the largest hard if the target data is not specifically known.
drives. Our central London location means we  © Mobile device forensics
are well placed to deal with urgent cases in Extraction and reporting on data from
the capital and surrounding areas. handheld devices, including deleted

data from SIM cards and most handsets,
including iPhone.

e Cell site analysis
Analysis of call data to establish the areas
where communications were made or
received. This can be used for intelligence
gathering or as supporting evidence for use
at court.

About QCC

Established in 1996 as one of the first independent
information security companies in Europe, QCC

has a strong reputation across all areas of proactive
and reactive security and risk management services.
These include security management consultancy, risk
assessment and digital forensics, as well as payment
card security and security awareness training.

With considerable experience working in the public QCC Information Security Ltd ® Buchanan House
and private sector, our highly-skilled consultants 24-30 Holborn ® London ECTN 2LX ¢ UK
are uniquely placed to help you develop a clear
and robust information security strategy for your Tel: ~ +44 (0)20 7353 9000
organisation. Email: info@qccis.com
Web:  www.qccis.com
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subject to change without notice. Please contact QCC Information
Security Ltd for latest information on QCC products and services. No
part of this publication may be reproduced or transmitted, in any form
or by any means, or stored in any retrieval system of any nature, without
. . . prior written permission of QCC Information Security Ltd, except for fair
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products, call us on +44 (0)20 7353 9000, email us on

info@qccis.com, or Visit WWW.qccis.com.
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